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USER-BASED PERMISSIONS



ADVERSARIAL APPS

MALWARE:
Actively harms the user

GRAYWARE:
Pushes the boundaries of legality

LEGITIMATE:
Benign, but it has unwanted features



< Y Application Permissions

The application Mr. Number
Callblock Is attempting to access
phone information.

B Do not ask again

K Allow B
, Allow




Permissions are
supposed to help users

control their applications



Program name:  updater.exe
Publisher: Unknown

File origin: Hard drive on this computer

(%) Show getals Yes

Change when these notifications appear

WINDOWS



User Account Control

¢ Do you want to allow the following program from an

95% of study participants

consented to fake UAC dialogs
Motiee 2010

WINDOWS




Accept & download

PERMISSIONS

Phone calls
Read phone state and identity >

System tools

Bluetooth administration, change Wi-Fi
state, change network connectivity,
prevent phone from sleeping >

ANDROID



= PANDORA

42% of study participants
had never noticed the permissions
Felt 2012

Bluetooth administration, change Wi-Fi
‘:L][tf Lhn][]\:tj l]@[‘."'."(f_‘:r‘k C(L‘,[H}ec[i\u/i[w{
prevent phone from sleeping

ANDROID



How do we ask users to
make informed decisions

about app permissions?



GUIDING PRINCIPLES



optimizing satisficing

reads the question does not understand
retrieves memories retrieves cues
makes a decision relies on heuristics

DUAL PATH MODEL



Conserve user attention



Don’t interrupt the user’s

primary task for security



PERMISSION-GRANTING
MECHANISMS



ol Aec 3G 01:57 PM o |

Select walpaper from

ofll Live walpapers
B4] Pictures

Walpapers
c\ Last wallpaper

Currently set by:
CoolWallpaperzzz

AUTOMATIC GRANT



PRO

| Automatic Does not consume user

Set by TimeZone! Free

Set date attention

4/16/2012

Select time zone
GMT-0:400, EST

CON

Select date format Only apprOpriate fOr
12/31/2011 © revert|b|e or IOW_
severity permissions

Use 24-hour format
07:26 am

O

AUTOMATIC GRANT



all ABC3G  03:35AM
Bhare cool photos with friends!

TRUSTED UI



ull ABC 3G 01:04 AM (-
Select an album or photos to share

PRO

Non-interruptive

M Summer 2014 ©,

O)

B Home for the holidays

O Party w college friends ) CO N
Only appropriate for
] [ user-initiated actions

TRUSTED UI



PRO
Applicable to almost all
permissions

CON

Interruptive, habit-
forming, not useful for
advance approval

RUNTIME CONSENT DIALOGS



PRO

Applicable to all
permissions, even
advance approval

CON

Interruptive, looks like
EULASs, habit-forming

INSTALL-TIME WARNINGS



Instead of choosing one
mechanism for a system,
choose the best for each

permission



Can it be undone? \
-

Is It an annoyance?

Does the user initiate it? G- rusted Ul

Can the user approve it >
when it’s needed?

N
\ Install-time

Runtime




Can it be undone?

Is It an annoyance?

Does the user initiate it? B Trusted Ul

Can the user approve it

when it’'s needed?

RECORDING WITH THE MIC



Automatically granted

Trusted UI

Runtime consent dialogs

Install-time warnings

PERMISSION ASSIGNMENT



Which is better, run-time

or install-time?



Which is better, run-time
or install-time?

Wrong question!



We propose guidelines
for how to ask users for
permission with minimal

Interruptions



QUESTIONS?
adriennefelt@gmail.com

www.adrienneporterfelt.com
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